q’o

H | SCOX Privacy Breach Insurance

Provides coverage against liability and defense costs that
result from a claim made due to a breach of privacy, including
those tied to regulatory actions.
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HISCOX

The potential liability associated with a
privacy breach tied to malicious hacking or
an inadvertent data leak can be significant.
A regulatory investigation arising from a
breach could be costly. Hiscox covers
defense and investigation costs, as well

as resultant penalties (where allowable).

We cover liability arising from your actions
or those of a third party (i.e. vendor losing
your backup tapes). The broad trigger of
cover provides few limitations on the type
of liabilities covered.

Who we cover
Examples of industry classes we cover
e Healthcare
— Hospitals
- HMOs
— Physician groups
e Retall, including travel and leisure
—  Online and offline

e Professional services
- Lawyers
— Accountants
— Consultants

e Technology services
— Telecommunications
— Data processing

e Utilities

What we cover

e Coverage for defense and investigation
costs and liabilities associated with a
privacy or security claim, including:

— Electronic incidents like hacking

— Non-electronic events, such as
dumpster diving and lost laptops/
PDAs

— Contractual liability for data
breaches, including ones offered
under a service provider contract
or a privacy statement

e Civil regulatory actions (including
HIPAA, HITECH or GLBA), including
those brought by the FTC or a State
Attorney General. Includes coverage for
defense costs and civil penalties and
fines, as well as compensatory awards
such as consumer redress

www.hiscoxusa.com

Privacy Breach Insurance

e Media cover for defamation and
breach of intellectual property typically
included

e Ties in with Hiscox’s Security Costs
coverage

e Optional coverage for first party losses
— hacker damage to data
— cyber business interruption
— cyber extortion

Policy parameters
e Upto $10,000,000 capacity

e Minimum premium $2,500

e Minimum retention $2,500

Why Hiscox?
e Duty to defend or duty to pay available

e No rate caps on counsel and choice
of counsel

e Access to privacy and breach response
information, and resource portal (our
eRiskhub)

e Strong severability relating to notification,
warranties and fraudulent acts for
all employees except most senior
management

e Experienced, specialized in-house
claims handling. The underwriting and
claims teams work closely together
to ensure the intent is reflected in the
management of claims.

e |loyd’s of London capacity, which carries
an A.M. Best rating of A (Excellent)*

Contact information

Brian Thornton

US Technology Manager, Los Angeles
T213412 1211

E brian.thornton@hiscox.com

Jim Whetstone

Senior Vice President, Chicago
T 312 239 6354

E jim.whetstone@hiscox.com

Michelle Lang

Underwriter, Chicago

T 312 380 5557

E michelle.lang@hiscox.com

T 646 452 2353 F 212 922 9652

David Chavez

Senior Vice President, San Francisco
T 415 814 1447

E david.chavez@hiscox.com

Meghan Levins

Assistant Vice President, San Francisco
T 415814 1453

E meghan.levins@hiscox.com

Oliver Brew

Senior Vice President, New York
T 914 2737448

E oliver.brew@hiscox.com

Brian Ross

Senior Underwriter, New York
T 914 273 7421

E brian.ross@hiscox.com

John O’Neil

Senior Vice President, Boston
T 978 276 6256

E john.o’neil@hiscox.com

About Hiscox in the US

Hiscox, the international specialist insurer, is headquartered in
Bermuda and listed on the London Stock Exchange (LSE:HSX).
There are three main underwriting parts of the Group — Hiscox
London Market, Hiscox UK and Europe and Hiscox International.
Hiscox International includes operations in Bermuda, Guernsey
and the USA. Hiscox ASM Ltd, Hiscox Underwriting Ltd and
Hiscox Syndicates Ltd are authorized and regulated by the UK
Financial Services Authority. The ability of syndicates at Lloyd’s
to do business in the USA and its territories is restricted as they
are not US-based insurers.

Hiscox Inc., a Delaware corporation headquartered in New York,
is a licensed insurance intermediary for admitted and surplus
lines business. Hiscox Inc. underwrites on behalf of, and places
business with, Hiscox Insurance Company Inc., other domestic
insurers, and syndicates at Lloyd’s (www.lloyds.com). Hiscox
Insurance Company Inc. is an lllinois domiciled insurer which is
admitted or licensed to do business in all 50 states.

Inquiries as to insurance or other products or services should
be directed to an insurance agent or broker licensed to conduct
business in the relevant US state. For further information about
an insurer’s ability to do business in the USA and US territories
please contact a licensed agent or broker for advice.

This communication provides general information on Hiscox’s
products and services only and is not intended to be, and does
not constitute, a solicitation of business by syndicates at Lloyd’s
from or in respect of the USA or US territories. The information
contained herein is not a part of an insurance policy, and may
not be used to modify any insurance policy that might be issued.
In the event the actual policy forms are inconsistent with any
information provided herein, the language of the policy forms
shall govern.

*A.M. Best rating as of July 13, 2009.

7348 12/09


mailto:brian.thornton@hiscox.com
mailto:jim.whetstone@hiscox.com
mailto:michelle.lang@hiscox.com
www.hiscoxusa.com
mailto:david.chavez@hiscox.com
mailto:meghan.levins@hiscox.com
mailto:oliver.brew@hiscox.com
mailto:brian.ross@hiscox.com
mailto:john.o%E2%80%99neil@hiscox.com

